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Each part has a number of
sections
o Typically 15 minutes of

study
o Choose what matches your
needs
Content
o Videos (live or pre-recorded)
o Readings

o Exercises
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e For all projects:
security@eclipse-foundation.org

] Vulnerability

Reportlng c: | | | o For all projects:
' | R e https://gitlab.eclipse.org/security

/vulnerability-reports/

e For a specific project (opt-in):
https://github.com/eclipse-<ORG>/<REPO>
/security/advisories/
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Reporting: Security Mailing List 000

e security@eclipse-foundation.org

e One contact point for all projects and EF infrastructure
o Received by the EF Security team
o Accepts encrypted messages (OpenPGP)
o Isthe official point of contact for the EF CNA (CVE Numbering Authority)

e How it works?
O  Werecommend to include the address in your SECURITY file
O  The EF team performs initial triage (which project, if it looks like a valid report...)

O  The EF team redirects to the affected Project
m By creating a ticket at https://qgitlab.eclipse.org/security/vulnerability-reports/
m To a GitHub private advisory (in specific cases)

O  The EF team pings projects to check of for advancements/blockers
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Reporting: vulnerability-reports 000

e A dedicated project for all vulnerability reporting at

https://qitlab.eclipse.org/security/vulnerability-reports/
o Confidential issues by default

e How it works?

o EF Security team creates issues for communication from the EF Security mailing list
o Reporters can create issues on their own

e Confidential issues specifics

o Visible only to people specifically assigned and EF security team
o You need to be logged in to EF GitLab instance to see them
o  When made public, the whole discussion becomes visible

m  make sure to remove incorrect/irrelevant information


https://gitlab.eclipse.org/security/vulnerability-reports/

Reporting: vulnerability-reports

https://gitlab.eclipse.org/security/vulnerability-reports/

vulnerability-reports

V  vulnerability-reports @

Mismatch checksum from certificate on birt.exe

updated 2 weeks ago 0 =5

updated 1month ago LT By37

Glassfish brute force login
#231- created 10 months ago by Marta Rybczynska (g Status | awaiting_release ) (TI00)
updated 3 weeks ago 2808 s

Glassfish cross-side scripting in uploadFrame.jsf
#230 - created 10 months ago by Marta Rybczynska awaiting_project ) confirmed )

updated 3 weeks ago 2002 Ay20
d ide scripting in auth Im/admi Im/list S
#229 - created 10 months ago by Marta Rybczynska (G Status | awaiting_release ) (G 00]
updated 3 weeks ago @ QOQ B 20

Glassfish cross-side scripting in standalonelnstanceConfigProperties.jsf

#228 - created 10 months ago by Marta Rybczynska reserved) awaiting_project )
updated 3 weeks ago & Q‘@ & 20

Glassfish cross-side scripting in instanceName
#226 - created 10 months ago by Marta Rybczynska (i status | awaiting_release ) (NS0T
updated 3 weeks ago 0'.:@ c By 30051

¥ Star | 2

Project information
Vulnerability reporting for Eclipse
Foundation projects

This repository allows reporting potential

Reporting
form

security issues in any Eclipse Foundation
projects. Use this if you are unsure how
to report a vulnerability to a specific
project.

Click here to report an issue ‘—

Created on
February 22, 2023

URL.: https://qgitlab.eclipse.org/security/vulnerability-reports/



Reporting: vulnerability-reports

New Issue

Title (required)

U

Fill the form using
the information you

Type @

Issue v
Description

new_vulnerability v

Preview B I § 1= <> & =:=% B ¢ O

<1--

Note that this issue is configured (see the quick actions at the bottom) to be created as confidential.

Note that a vulnerability does not need to actually be resolved before it is reported and that these reports can be revised as needed (reopen
the issue to request changes).

If you do not know how to fill certain fields, mark that in the comment and we will help you.

You can delete the comments (or not).

-->

<l--

Required. Specify the project's name (e.g., "Eclipse Dash") and Eclipse Foundation ID, e.g., “technology.dash".
-->

## Basic information

**Project name:#** {name}

**Project id:+* {id}

## What are the affected versions?

Switch to rich text editing

2 have

ol

(C) This issue is confidential and should only be visible to team members with at least the Planner role.



Reporting: GitHub Repository Security Advisories C ¥ X |

e Private vulnerability reporting must be enabled (use self-service)
o Check if a specific SECURITY.md exists in the repository

e Draft (unpublished) advisories visible to

o Project’s security team
o EF security team
o People specifically mentioned (like the reporter)

e GitHub private advisories specifics
o  After publication, only the first (main) message is visible
m update it before publication
o Always use EF CVE allocation instead of the GitHub one

CVE identifier Existing CVE

[ I have an existing CVE ID s ] e.q. CVE-2025-######




Reporting: GitHub Repository Security Advisories C ¥ X |

Security Advisories New draft security advisory

Privately discuss, fix, and publish information about security vulnerabilities in your repository's code.

Open a draft security advisory

After the draft security advisory is open, you can privately discuss it with collaborators and create a temporary private fork where you can collaborate on a fix. If you've already fixed the
vulnerability, just fill out the draft security advisory and then publish it.

Access and visibility

AdVISOI'y Details Until it is published, this draft security advisory
will only be visible to collaborators with admin

Title * permissions on eclipse-threadx/netxduo. Other
users and teams within the organization may be
added once the advisory is created.

CVE identifier Once published, security advisories on public

repositories are visible to everyone.
Request CVE ID later

©

Once reviewed by GitHub, security advisories
may be broadcast on the GitHub Advisory

Database. They may also trigger Dependabot
alerts to users that depend on this repository.

Description *

Write Preview H B I i= <& & = = oS @ €

### Impact @ security policy
_What kind of vulnerability is it? Who is impacted?_

[0 Glossary and documentation
### Patches

@ Dependabot language support
_Has the problem been patched? What versions should users upgrade to?_

### Workarounds
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Per-project Security Mailin
e proj y d PP

e Mailing lists for security teams for each Project
o For communication between the EF security team and the Project security team about
undisclosed vulnerabilities
o Unarchived
o <PRQOJECT>-security@eclipse.org
o  https://accounts.eclipse.org/mailing-list
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End-of-life versions/projects 000

e Problem: reporters find issues in unsupported versions
o If the issue doesn't exist in new versions -> there will be no fix
o Inthe CVE entry we can mask “unsupported when assigned”
e Multiple projects to specify how to store information about end-of-life

o Example: https://openeox.org/
o But no industry standard yet, discussion pending in the CVE Project
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e Redirects of issues to
projects

" Assistanc

e <
- FromEF e Assigns CVEs

- Security o Provides assistance (writing

Team your CVE entry or advisory,
communication with
reporters,...)
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Readings 000

Eclipse Foundation Security Policy:
https://www.eclipse.org/security/policy/

Eclipse Foundation Handbook on Vulnerability Management:
https://www.eclipse.org/projects/handbook/#vulnerability

CVE Program Rules
https://www.cve.org/resourcessupport/allresources/cnarules

Guide to implementing a coordinated vulnerability disclosure process for
open source projects
https://qgithub.com/ossf/oss-vulnerability-quide/blob/main/maintainer-g

uide.md#readme



https://www.eclipse.org/security/policy/
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