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Part 2: Section 2: Vulnerability Management at Eclipse 
Foundation

Security Training for 
Developers
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About This Training
● For Developers
● Designed in three parts

○ Foundations and 
Systems Security (for 
all Contributors)

○ Vulnerability 
Management (for all 
Contributors)

○ Advanced Subjects (for 
Committers and future 
Committers)

● Each part has a number of 
sections
○ Typically 15 minutes of 

study
○ Choose what matches your 

needs
● Content

○ Videos (live or pre-recorded)
○ Readings
○ Exercises
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Vulnerability management
At Eclipse Foundation
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● For all projects: 
security@eclipse-foundation.org

● For all projects:
https://gitlab.eclipse.org/security
/vulnerability-reports/

● For a specific project (opt-in):
https://github.com/eclipse-<ORG>/<REPO>
/security/advisories/

Vulnerability 
Reporting at 
Eclipse  
Foundation

mailto:security@eclipse-foundation.org
https://gitlab.eclipse.org/security/vulnerability-reports/
https://gitlab.eclipse.org/security/vulnerability-reports/
https://github.com/eclipse-
https://github.com/eclipse-


Reporting: Security Mailing List
● security@eclipse-foundation.org

● One contact point for all projects and EF infrastructure
○ Received by the EF Security team
○ Accepts encrypted messages (OpenPGP)
○ Is the official point of contact for the EF CNA (CVE Numbering Authority)

● How it works?
○ We recommend to include the address in your SECURITY file 
○ The EF team performs initial triage (which project, if it looks like a valid report…)
○ The EF team redirects to the affected Project

■ By creating a ticket at https://gitlab.eclipse.org/security/vulnerability-reports/
■ To a GitHub private advisory (in specific cases)

○ The EF team pings projects to check of for advancements/blockers

mailto:security@eclipse-foundation.org
https://gitlab.eclipse.org/security/vulnerability-reports/


Reporting: vulnerability-reports
● A dedicated project for all vulnerability reporting at 

https://gitlab.eclipse.org/security/vulnerability-reports/
○ Confidential issues by default

● How it works?
○ EF Security team creates issues for communication from the EF Security mailing list
○ Reporters can create issues on their own

● Confidential issues specifics
○ Visible only to people specifically assigned and EF security team
○ You need to be logged in to EF GitLab instance to see them
○ When made public, the whole discussion becomes visible

■  make sure to remove incorrect/irrelevant information

https://gitlab.eclipse.org/security/vulnerability-reports/


Reporting: vulnerability-reports
●

Reporting 
form

URL: https://gitlab.eclipse.org/security/vulnerability-reports/



Reporting: vulnerability-reports
●

Fill the form using 
the information you 
have



Reporting: GitHub Repository Security Advisories

● Private vulnerability reporting must be enabled (use self-service)
○ Check if a specific SECURITY.md exists in the repository

● Draft (unpublished) advisories visible to
○ Project’s security team
○ EF security team
○ People specifically mentioned (like the reporter)

● GitHub private advisories specifics
○ After publication, only the first (main) message is visible 

■ update it before publication
○ Always use EF CVE allocation instead of the GitHub one



Reporting: GitHub Repository Security Advisories

●



Recent additions
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Per-project Security Mailing 
List
● Mailing lists for security teams for each Project

○ For communication between the EF security team and the Project security team about 
undisclosed vulnerabilities

○ Unarchived
○ <PROJECT>-security@eclipse.org
○  https://accounts.eclipse.org/mailing-list

mailto:security@eclipse.org
https://accounts.eclipse.org/mailing-list


Topics under discussion
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End-of-life versions/projects
● Problem: reporters find issues in unsupported versions

○ If the issue doesn’t exist in new versions -> there will be no fix
○ In the CVE entry we can mask “unsupported when assigned”

● Multiple projects to specify how to store information about end-of-life
○ Example: https://openeox.org/
○ But no industry standard yet, discussion pending in the CVE Project

https://openeox.org/


How EF security team
supports Projects
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● Redirects of issues to 
projects

● Assigns CVEs

● Provides assistance (writing 
your CVE entry or advisory, 
communication with 
reporters,...)

Assistanc
e
From EF 
Security 
Team



Quiz
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Readings
● Eclipse Foundation Security Policy: 

https://www.eclipse.org/security/policy/
● Eclipse Foundation Handbook on Vulnerability Management: 

https://www.eclipse.org/projects/handbook/#vulnerability
● CVE Program Rules 

https://www.cve.org/resourcessupport/allresources/cnarules
● Guide to implementing a coordinated vulnerability disclosure process for 

open source projects 
https://github.com/ossf/oss-vulnerability-guide/blob/main/maintainer-g
uide.md#readme

https://www.eclipse.org/security/policy/
https://www.eclipse.org/projects/handbook/#vulnerability
https://www.cve.org/resourcessupport/allresources/cnarules
https://github.com/ossf/oss-vulnerability-guide/blob/main/maintainer-guide.md#readme
https://github.com/ossf/oss-vulnerability-guide/blob/main/maintainer-guide.md#readme


Thank you!
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